
0RGHO�FKHFNLQJ�IRU�SUREDELOLW\�DQG�
WLPH��IURP�WKHRU\�WR�SUDFWLFH�����������

0DUWD�.ZLDWNRZVND
6FKRRO�RI�&RPSXWHU�6FLHQFH

ZZZ�FV�EKDP�DF�XN�aP]N
ZZZ�FV�EKDP�DF�XN�aG[S�SULVP

/,&6�����



2YHUYLHZ
• 0RWLYDWLRQ

² :K\�SUREDELOLW\"��+RZ�GRHV�LW�KHOS"

• $�JOLPSVH�RI�WKHRU\��KRZ�LW�DOO�EHJDQ
² 3UREDELOLVWLF�PRGHOV��VSHFLILFDWLRQ�ODQJXDJHV��DOJRULWKPV

• 0DNLQJ�WKHRU\�ZRUN�LQ�SUDFWLFH
² ,PSOHPHQWLQJ�D�SUREDELOLVWLF�PRGHO�FKHFNHU��35,60�

• &DVH�VWXGLHV�RI�UHDO�ZRUOG�SURWRFROV��ZKDW�ZH�KDYH�DFKLHYHG
² &URZGV�DQRQ\PLW\�SURWRFRO
² ,3Y��G\QDPLF�FRQILJXUDWLRQ�SURWRFRO
² 5RRW�FRQWHQWLRQ�LQ�,(((������)LUH:LUH

• &KDOOHQJHV�IRU�IXWXUH



&RPSXWLQJ�LQ�WKH�SDVW«

0DLQIUDPHV
:LUHG�QHWZRUNV��PRGHPV
7H[W�RQO\�,�2�GHYLFHV
1HHG�IRU�H[SHUW�KHOS�WR�UXQ��FRQILJXUH«�



7KH�IXWXUH��XELTXLWRXV�FRPSXWLQJ

0RELOH��ZHDUDEOH��ZLUHOHVV GHYLFHV��:L)L��%OXHWRRWK�
$G�KRF��G\QDPLF��XELTXLWRXV�FRPSXWLQJ�HQYLURQPHQW
6HFXULW\��SULYDF\��DQRQ\PLW\ SURWHFWLRQ�RQ�WKH�,QWHUQHW
6HOI�FRQILJXUDEOH � QR�QHHG�IRU�PHQ�ZRPHQ�LQ�ZKLWH�FRDWV�
)DVW��UHVSRQVLYH��SRZHU HIILFLHQW��«

7KH�,QWHUQHW

&RUUHFW�GHVLJQ
D�FKDOOHQJH

IRU
IRUPDO�PHWKRGV"



3UREDELOLW\�KHOSV

• ,Q�GLVWULEXWHG�FR�RUGLQDWLRQ�DOJRULWKPV
² $V�D�V\PPHWU\�EUHDNHU

� ´OHDGHU�HOHFWLRQ�LV�HYHQWXDOO\�UHVROYHG�ZLWK�SUREDELOLW\��µ
² ,Q�JRVVLS�EDVHG�URXWLQJ�DQG�PXOWLFDVWLQJ

� ´WKH�PHVVDJH�ZLOO�EH�GHOLYHUHG�WR�DOO�QRGHV�ZLWK�KLJK�SUREDELOLW\µ

• :KHQ�PRGHOOLQJ XQFHUWDLQW\�LQ�WKH�HQYLURQPHQW
² 7R�TXDQWLI\ IDLOXUHV��H[SUHVV�VRIW�GHDGOLQHV� 4R6

� ´WKH�FKDQFH RI�VKXWGRZQ�LV�DW�PRVW�����µ
� ´WKH�SUREDELOLW\�RI�D�IUDPH�GHOLYHUHG�ZLWKLQ��PV LV�DW�OHDVW�����µ

² 7R�TXDQWLI\�HQYLURQPHQWDO�IDFWRUV LQ�GHFLVLRQ�VXSSRUW
� ´WKH�H[SHFWHG�FRVW RI�UHDFKLQJ�WKH�JRDO�LV����µ

• :KHQ�DQDO\VLQJ V\VWHP�SHUIRUPDQFH
² 7R�TXDQWLI\ DUULYDOV��VHUYLFH��HWF��FKDUDFWHULVWLFV

� ´LQ�WKH�ORQJ�UXQ��PHDQ ZDLWLQJ�WLPH LQ�D�OLIW�TXHXH�LV����VHFµ



9HULILFDWLRQ�YLD�PRGHO�FKHFNLQJ«

7KH�PRGHO

0RGHO�&KHFNHU

7HPSRUDO�ORJLF�VSHFLILFDWLRQ

VHQG → ◊GHOLYHU�

9
RU

8
(UURU WUDFH

/LQH����«
/LQH�����«
/LQH�����«
«

/LQH�����«
/LQH��������

RU�IDOVLILFDWLRQ"

Also refinement checking, equivalence checking, …



3UREDELOLVWLF�PRGHO�FKHFNLQJ«

3UREDELOLVWLF
0RGHO�&KHFNHU

3UREDELOLVWLF WHPSRUDO�
ORJLF�VSHFLILFDWLRQ

VHQG → 3z�0.9�◊GHOLYHU�

9
RU

8
7KH�SUREDELOLW\

6WDWH����������
6WDWH��� ������
6WDWH��� ���
«

6WDWH������
6WDWH�����������

RU

LQ�D�QXWVKHOO

3UREDELOLVWLF�PRGHO

���
���



$�KLVWRULFDO�LQWHUOXGH

• 4XHVWLRQV�DVNHG�LQ�SDQHO�
VHVVLRQ
² 5DQGRPL]DWLRQ ² LV�LW�UHDOO\

XVHG�ZLGHO\"
² :KHUH�DUH�WKH�WRROV"�

KHXULVWLFV"
² 'LG�\RX�ILQG�DQ\�EXJV"

• ,Q�WKLV�WDON
² 6RPH�DQVZHUV
² $V�DOZD\V��QHZ�FKDOOHQJHV�

www.cs.bham.ac.uk/~mzk/probmiv98.html



3UREDELOLW\�HOVHZKHUH
• ,Q�SHUIRUPDQFH�PRGHOOLQJ

² 3LRQHHUHG�E\�(UODQJ��LQ�WHOHFRPPXQLFDWLRQV��FD�����
² 0RGHOV��W\SLFDOO\�FRQWLQXRXV�WLPH�0DUNRY�FKDLQV
² (PSKDVLV�RQ�VWHDG\�VWDWH DQG�WUDQVLHQW SUREDELOLWLHV

• ,Q�VWRFKDVWLF�SODQQLQJ
² &I %HOOPDQ�HTXDWLRQV��FD�����V
² 0RGHOV��0DUNRY�GHFLVLRQ�SURFHVVHV
² (PSKDVLV�RQ�ILQGLQJ�RSWLPXP SROLFLHV

• 2XU�IRFXV��SUREDELOLVWLF�PRGHO�FKHFNLQJ
² 'LVWLQFWLYH��RQ�DXWRPDWHG�YHULILFDWLRQ IRU�SUREDELOLVWLF�V\VWHPV
² 7HPSRUDO�ORJLF VSHFLILFDWLRQV��DXWRPDWD�WKHRUHWLF WHFKQLTXHV
² 6KDUHG PRGHOV
² ([FKDQJLQJ WHFKQLTXHV�ZLWK�WKH�RWKHU�WZR�DUHDV



3UREDELOLVWLF�PRGHOV��GLVFUHWH
• 'LVFUHWH�WLPH�DQG�SUREDELOLW\

² 'LVFUHWH�WLPH�0DUNRY�FKDLQV�
�'70&V���SUREDELOLVWLF�FKRLFH RQO\

² 0DUNRY�GHFLVLRQ�SURFHVVHV��0'3V���
SUREDELOLVWLF�FKRLFH�DQG�
QRQGHWHUPLQLVP

• 'HQVH�UHDO�WLPH��GLVFUHWH�SUREDELOLW\
² 3UREDELOLVWLF�WLPHG�DXWRPDWD��37$V���

SUREDELOLVWLF�FKRLFH��QRQGHWHUPLQLVP
DQG�GHQVH�UHDO�WLPH�FORFNV

�����

∑L SL  ��

S�
S�

SQ



7KHRU\�WLPHOLQH��GLVFUHWH�PRGHOV
4XDOLWDWLYH��ZLWK�SUREDELOLW\���RU���

���� +DUW�6KDULU�3QXHOL
���� 9DUGL
���� &RXUFRXEHWLV�<DQQDNDNLV

4XDQWLWDWLYH��ZLWK�DUELWUDU\�SUREDELOLW\�
���� /DUVHQ�6NRX��SUREDE��ELVLPXODWLRQ�
���� +DQVVRQ�-RQVVRQ��'70&�PRGHO�FKHFNLQJ�
���� %LDQFR�GH $OIDUR �0'3�PRGHO�FKHFNLQJ�
���� 6HJDOD�/\QFK��SUREDE��VLPXODWLRQ�
���� +XWK�.ZLDWNRZVND�>/,&6@��SUREDE��PX�FDOFXOXV�
���� %DLHU HW�DO��'70&�PRGHO�FKHFNLQJ�
���� %DLHU�.ZLDWNRZVND��0'3V���IDLUQHVV�
���� .ZLDWNRZVND�1RUPDQ�6HJDOD�6SURVWRQ��37$V�
���� .ZLDWNRZVND�1RUPDQ�6SURVWRQ �LQILQLWH�VWDWH�



• )HDWXUHV�
² 2QO\�SUREDELOLVWLF�FKRLFH

LQ�HDFK�VWDWH

• )RUPDOO\���6�V��3�/���
² 6�ILQLWH�VHW�RI VWDWHV
² V� LQLWLDO VWDWH
² 3��6�e 6�� >���@ SUREDELOLW\�PDWUL[��V�W� ∑V· 3�V�V·�� ����DOO�V
² /��6����$3 DWRPLF�SURSRVLWLRQV

• 8QIROG�LQWR LQILQLWH�SDWKV V�V�V�V�V�« V�W��3�VL�VL����!����DOO�L

• 3UREDELOLW\�IRU�ILQLWH�SDWKV��PXOWLSO\�DORQJ�SDWK
H�J� V��V��V��V� LV���d �����d ����  �������

'LVFUHWH�7LPH�0DUNRY�&KDLQV��'70&V�

V�

V�

V�

V�

�

�

����

����

����

�

LQLW WU\

IDLO

VXFF



• ,QWXLWLYHO\�
² 6DPSOH�VSDFH  LQILQLWH SDWKV�3DWKV�IURP�V
² (YHQW  �VHW�RI�SDWKV
² %DVLF�HYHQW  FRQH

• )RUPDOO\���3DWKV��Ω��3U�
² )RU�ILQLWH�SDWK ω  VV�«VQ� GHILQH�SUREDELOLW\�

3�ω�� 

² 7DNH�Ω OHDVW�σ�DOJHEUD�FRQWDLQLQJ�FRQHV�
&�ω�� ^�π � 3DWKV _�ω LV�SUHIL[�RI�π`

² 'HILQH�3U�&�ω��� �3�ω���DOO ω
² 3U H[WHQGV�XQLTXHO\�WR�PHDVXUH�RQ�3DWKV

3UREDELOLW\�VSDFH

VV�V�«VN

��LI�Z�KDV�OHQJWK�RQH
3�V�V���d «�d 3�VQ���VQ� RWKHUZLVH



• )HDWXUHV�
² 1RQGHWHUPLQLVWLF FKRLFH
² 3DUDOOHO�FRPSRVLWLRQ

RI�'70&V

• )RUPDOO\���6�V��6WHSV�/���
² 6�ILQLWH�VHW�RI VWDWHV
² V� LQLWLDO VWDWH
² 6WHSV�PDSV�VWDWHV�V WR VHWV�RI SUREDELOLW\�GLVWULEXWLRQV µ RYHU�6
² /��6����$3 DWRPLF�SURSRVLWLRQV

• 8QIROG�LQWR LQILQLWH�SDWKV�V�µ�V��µ�V�µ�V�« V�W��µL�VL�VL����!����DOO�L

• 3UREDELOLW\�VSDFH�LQGXFHG�RQ�3DWKV E\�DGYHUVDU\ �SROLF\��$�
PDSSLQJ�ILQLWH�SDWK�V�µ�V�µ�«VQ WR�D�GLVWULEXWLRQ�IURP�VQ

0DUNRY�'HFLVLRQ�3URFHVVHV��0'3V�

V�

V�

V�

V�
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����

�

LQLW WU\
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7KH�ORJLF�3&7/��V\QWD[
• 3UREDELOLVWLF�&RPSXWDWLRQ�7UHH�/RJLF >+-���%G$���%.��@

² )RU�'70&V�0'3V
² 1HZ�SUREDELOLVWLF�RSHUDWRU��H�J��VHQG → 3z�0.9�◊GHOLYHU�

• 7KH�V\QWD[�RI�VWDWH DQG SDWK IRUPXODV�RI�3&7/�LV�

φ �� �WUXH�_�D�_�φ A φ _��φ _�3} S�α�
α �� ;�φ _�φ 8�φ

ZKHUH�S�� >���@ LV�D�SUREDELOLW\�ERXQG DQG�}�� ^����!��«�`

• 6XEVXPHV�WKH�TXDOLWDWLYH YDULDQWV�>9DU���&<��@
3 1�α���3!�0�α�

• ([WHQVLRQ�ZLWK FRVW�UHZDUGV�DQG�H[SHFWDWLRQ�RSHUDWRU (} F�φ�



• 6HPDQWLFV�LV�SDUDPHWHULVHG�E\�D�FODVV�RI�DGYHUVDULHV�$GY
² ´XQGHU DQ\ VFKHGXOLQJ��WKH�SUREDELOLW\�ERXQG�LV�WUXH�DW�VWDWH�Vµ
² UHDVRQLQJ�DERXW�ZRUVW�FDVH�EHVW�FDVH VFHQDULR

• 7KH�SUREDELOLVWLF�RSHUDWRU�LV�D�TXDQWLWDWLYH DQDORJXH�RI�����

V��r$GY 3} S�α� � 3U$ ^�π � 3DWK$
V M π r$GY α `�} S

IRU�DOO�$�� $GY

• 6HPDQWLFV�RI�UHPDLQLQJ�IRUPXODV�VWDQGDUG

7KH�ORJLF�3&7/��VHPDQWLFV

WKUHVKROG�OHYHO�S
6

D�SDWKV

����� S

z S



• 6HPDQWLFV�LV�SDUDPHWHULVHG�E\�D�FODVV�RI�DGYHUVDULHV�$GY
² ´XQGHU DQ\ VFKHGXOLQJ��WKH�SUREDELOLW\�ERXQG�LV�WUXH�DW�VWDWH�Vµ
² UHDVRQLQJ�DERXW�ZRUVW�FDVH�EHVW�FDVH VFHQDULR

• 7KH�SUREDELOLVWLF�RSHUDWRU�LV�D�TXDQWLWDWLYH DQDORJXH�RI�����

V��r$GY 3} S�α� � 3U$ ^�π � 3DWK$
V M π r$GY α `�} S

IRU�DOO�$�� $GY

• 6HPDQWLFV�RI�UHPDLQLQJ�IRUPXODV�VWDQGDUG�
V�r$GY D � D�� /�V��
V�r$GY �φ � V�r$GY φ
V�r$GY φ� A φ� � V�r$GY φ� DQG�V�r$GY φ���
π r$GY ;�φ � π  �V�� DQG�V� r$GY φ
π r$GY φ� 8�φ� � π  �V�� DQG�� N�V�W�

VN r$GY φ� DQG�� M���N���VM r$GY φ�

3&7/�VHPDQWLFV



• %\�LQGXFWLRQ�RQ�VWUXFWXUH�RI�IRUPXOD��DV�IRU�&7/

• )RU�WKH�SUREDELOLVWLF�RSHUDWRU�DQG�8QWLO��VROYH
² UHFXUVLYH�OLQHDU�HTXDWLRQ �'70&V�
² OLQHDU�RSWLPLVDWLRQ SUREOHP �IRUP�RI YDOXH�LWHUDWLRQ�
² W\SLFDOO\�LWHUDWLYH�VROXWLRQ�PHWKRGV

• 1HHG�WR�FRPELQH�
² FRQYHQWLRQDO JUDSK�WUDYHUVDO
² QXPHULFDO�OLQHDU�DOJHEUD�DQG OLQHDU�RSWLPLVDWLRQ

• 4XDOLWDWLYH SURSHUWLHV��SUREDELOLW\�������SURFHHG�E\�JUDSK�WUDYHUVDO
>9DU���G$.13��@

7KH�ORJLF�3&7/��PRGHO�FKHFNLQJ



• %\�LQGXFWLRQ�RQ�VWUXFWXUH�RI�IRUPXOD
• )RU�WKH�SUREDELOLVWLF�RSHUDWRU

² 6DW��3} S�; φ� � � ^V�� 6�_ ∑V· � 6DW�φ� 3�V�V·� } S`

² 6DW��3} S�φ� 8�φ�� �� ^V � 6�_ [V } S`

ZKHUH�[V��V�� 6��DUH�REWDLQHG�IURP�WKH�UHFXUVLYH�OLQHDU�HTXDWLRQ

� LI�V�� 6QR

[V  � LI�V�� 6\HV

∑V· � 6 3�V�V·��d [V· LI�V�� 6Q�6QR >6\HV�
DQG�
6\HV ² VWDWHV�WKDW�VDWLVI\�φ� 8�φ� ZLWK�SUREDELOLW\�H[DFWO\ ��
6QR � VWDWHV�WKDW�VDWLVI\�φ� 8�φ� ZLWK�SUREDELOLW\�H[DFWO\ ��

3&7/�PRGHO�FKHFNLQJ�IRU�'70&V



• )RU�WKH�UHPDLQLQJ�IRUPXODV�VWDQGDUG�

6DW�D��  � /�D��
6DW��φ)  6?6DW�φ)
6DW�φ� A φ��  6DW�φ���? 6DW�φ���

• 6\HV��6QR FDQ�EH�SUHFRPSXWHG E\�JUDSK WUDYHUVDO�>9DU��@ �RU�
%''�IL[HG�SRLQW�FRPSXWDWLRQ�

• 1HHG�WR�FRPELQH�
² &RQYHQWLRQDO JUDSK�WKHRUHWLF�WUDYHUVDO
² 1XPHULFDO�OLQHDU�DOJHEUD

3&7/�PRGHO�FKHFNLQJ�IRU�'70&V



• 6\HV��6QR FDQ�DOVR�EH�SUHFRPSXWHG E\�JUDSK WUDYHUVDO��%''�
IL[HG�SRLQW��>G$.13��@

• 7KH�OLQHDU�HTXDWLRQ�JHQHUDOLVHV�WR OLQHDU�RSWLPLVDWLRQ�
SUREOHPV�VROYDEOH�LWHUDWLYHO\��H�J�

6DW��3z S�φ� 8�φ�� � � ^V � 6�_ [V z S`

� LI�V�� 6QR

[V  � LI�V�� 6\HV

PLQµ � 6WHSV�V� ∑V· ��6 µ�V·��d�[V· LI�V�� 6Q�6QR >6\HV��

• 1HHG�WR�FRPELQH�
² &RQYHQWLRQDO JUDSK�WKHRUHWLF�WUDYHUVDO
² /LQHDU�RSWLPLVDWLRQ��VLPSOLILHG YDOXH�LWHUDWLRQ�

3&7/�PRGHO�FKHFNLQJ�IRU�0'3V



3UREDELOLVWLF�7LPHG�$XWRPDWD��V\QWD[
• )HDWXUHV�

² &ORFNV��[��UHDO�YDOXHG��
XSSHU�ERXQG�5PD[

² &DQ�EH UHVHW��
H�J� [� �

² &ORFN�FRQVWUDLQWV��H�J��[�z �
² 3UREDELOLVWLF�WUDQVLWLRQV

• )RUPDOO\� �6�V��,QY�SURE�/���
² 6�ILQLWH�VHW�RI ORFDWLRQV
² V� LQLWLDO ORFDWLRQ
² ,QY��PDSV�ORFDWLRQV�V WR LQYDULDQW�FORFN�FRQVWUDLQWV
² SURE SUREDELOLVWLF�HGJH UHODWLRQ�WKDW�\LHOGV�WKH�SUREDELOLW\�RI�

PRYLQJ�IURP�V WR�V· LI�HQDEOHG DW�V��UHVHWWLQJ�VSHFLILHG�FORFNV
² /��6����$3 DWRPLF�SURSRVLWLRQV

����

����

VHQG ZDLW

IDLO

^[� �`�[ �

[z�

WUXH

[≤�WUXH
�



37$V��VHPDQWLFV
• ,QKHULW�LQILQLWH�VWDWH�VSDFH�IURP�7LPHG�$XWRPDWD

• 2EWDLQ�LQILQLWH�VWDWH�0DUNRY�GHFLVLRQ�SURFHVV
² $VVXPH�Q�FORFNV��FORFN�YDOXDWLRQV�DUH�SRLQWV�Y � 5Q

z�
² 6WDWHV�DUH �V�Y���ORFDWLRQ�YDOXDWLRQ�SDLUV�V�W��Y r�,QY�V�
² 7UDQVLWLRQV�DUH�

� WLPH�HODSVH E\�VRPH�WLPH�W�LI�,QY�V��VDWLVILHG�DORQJ��DQG
� GLVFUHWH�SUREDELOLVWLF WUDQVLWLRQV�LQGXFHG�IURP SURE

• 8QIROG�LQWR�SDWKV�V��D��µ��V��D��µ��V��D��µ��V�«

• $GYHUVDULHV VHOHFW�WUDQVLWLRQ�GLVWULEXWLRQ��WLPH�GLYHUJHQW

• 3RWHQWLDO�XQGHFLGDELOLW\��DGDSW�GHFLGDEOH PHWKRGV�IRU�7$V
² XQFRXQWDEO\ PDQ\�VWDWHV��ILQLWH�SUREDELOLVWLF�EUDQFKLQJ



37$V��VHPDQWLFV
• $VVXPH�Q�FORFNV��W�W·�� 5z���Y�Y· � 5Q

z� FORFN�YDOXDWLRQV
6WDWHV���V�Y���ZKHUH�V�ORFDWLRQ��Y FORFN�YDOXDWLRQ��Y r�,QY�V�
7UDQVLWLRQV��UDQJHG�RYHU�E\�DL���

WLPH�HODSVH �V�Y���τ �V�Y�W���ZLWK�SUREDELOLW\���
LI�,QY�V��VDWLVILHG�E\�Y�W�DQG�Y�W·�IRU�DOO���y W·�y W

GLVFUHWH�WUDQVLWLRQ �V�Y���µ �V·�Y·��
LI�� µ � SURE HQDEOHG�DW��V�Y��DQG�SUREDELOLW\�RI�PRYLQJ�WR��V·�Y·��
UHVHWWLQJ�FORFNV�LQ�;�LV�LQGXFHG�IURP�SURE

• 8QIROG�LQWR�SDWKV�V��D��µ��V��D��µ��V��D��µ��V�«

• $GYHUVDULHV VHOHFW��D��µ���WLPH�GLYHUJHQW

• 2EWDLQ�LQILQLWH�VWDWH�0DUNRY�GHFLVLRQ�SURFHVV
² 8QFRXQWDEO\ PDQ\�VWDWHV
² )LQLWH�SUREDELOLVWLF�EUDQFKLQJ



7KH�ORJLF�37&7/
• 3UREDELOLVWLF�7LPHG�&7/ IRU�37$V�>.166���.166��@

² %DVHG�RQ�7&7/�>$'��@
² $GG�SUREDELOLVWLF�RSHUDWRU 3 } S�d��RI�3&7/

• 6\QWD[
φ �� �WUXH�_�D�_�ζ _�φ A φ _��φ _�]�>φ@ _��3} S�φ1 8�φ2�

ZKHUH�]�UDQJHV�RYHU�IRUPXOD�FORFNV� ζ DUH�FORFN�FRQVWUDLQWV�RYHU
IRUPXOD�DQG�V\VWHP�FORFNV�

• ([DPSOH���]�> 3z ���� �` GHOLYHUHG A ]�����@
´XQGHU�DQ\�VFKHGXOLQJ��ZLWK�SUREDELOLW\�z����� WKH�PHVVDJH
LV�FRUUHFWO\�GHOLYHUHG�ZLWKLQ���PVµ

• 6HPDQWLFV�GHULYHG�IURP�3&7/�DQG�7&7/



0RGHO�FKHFNLQJ�IRU�37$V��UHJLRQV
• 5HJLRQ�HTXLYDOHQFH

² ILQLWH SDUWLWLRQ�RI��3�7$�
VWDWH�VSDFH

² WLPH�DEVWUDFW�UHJLRQ�
JUDSK

• 4XRWLHQW�SUHVHUYHV�
VDWLVIDFWLRQ�
² FORFN�FRQVWUDLQWV�
² �3�7&7/�IRUPXODV

�5PD[�5PD[�

����� [

\

• &RQVWUXFW�WLPH�DEVWUDFW�0'3�RYHU�UHJLRQV
• 7UDQVODWH�37&7/�WR�3&7/��PRGHO�FKHFN�WKH�0'3

• 3UREOHP��KLJK�FRPSOH[LW\��H[SRQHQWLDO�LQ�QXPEHU�RI�FORFNV�



0RGHO�FKHFNLQJ�IRU�37$V��GLJLWDO�FORFNV
• ε�GLJLWLVDWLRQ�>+03��@

² UHVWULFW WR�FORVHG��
GLDJRQDO�IUHH 37$V

² LQWHJHU�YDOXHG FORFNV

• 'LJLWLVDWLRQ�SUHVHUYHV�
² PLQLPXP�PD[LPXP�

UHDFKDELOLW\ SUREDELOLW\
² PLQLPXP�PD[LPXP�

H[SHFWHG�UHDFKDELOLW\

�5PD[�5PD[�

����� [

\

• &DQ�EXLOG�D�ILQLWH�VWDWH�0'3�GLUHFWO\��PRGHO�FKHFN�WKH�0'3
• ([SUHVVLYHQHVV�UHVWULFWLRQ�QR�SUREOHP��RIWHQ�YHU\�HIILFLHQW

• 3UREOHP��VWDWH�VSDFH�H[SORVLRQ�IRU�ODUJH�FRQVWDQWV�



0RGHO�FKHFNLQJ�IRU�37$V��V\PEROLF
• =RQHV

² FRQMXQFWLRQV�RI�DWRPLF�
FRQVWUDLQWV�RI�WKH�IRUP�
[�} F�DQG�[�� \�} F��
ZKHUH�} � ^���y��z�!`

² WLPH�DEVWUDFW�]RQH�JUDSK

• 0LQ�PD[�SUREDELOLWLHV�
QHHG�QRW�EH�SUHVHUYHG

�5PD[�5PD[�

����� [

\

• &RQVWUXFW�WLPH�DEVWUDFW�0'3�RYHU�]RQHV
• 0RGHO�FKHFN�UHDFKDELOLW\ RQ�WKH�0'3��IRUZDUGV �SRVW�
• 0RGHO�FKHFN�37&7/��EDFNZDUGV��SUH�

• 3UREOHP��ORVV�RI�RQ�WKH�IO\



3UREDELOLVWLF�PRGHOV��FRQWLQXRXV
• &RQWLQXRXV�SUREDELOLW\�

GLVWULEXWLRQV��GLVFUHWH�VSDFH�
² &RQWLQXRXV�WLPH�0DUNRY�FKDLQV�DQG�

JHQHUDOLVDWLRQV��&70&V��*603V���
PDLQO\�H[SRQHQWLDO GLVWULEXWLRQV��
QR QRQGHWHUPLQLVP

² &RQWLQXRXV�37$V��,QWHUDFWLYH�
0DUNRY�FKDLQV��,0&V���DGPLW�
QRQGHWHUPLQLVP

• &RQWLQXRXV�SUREDELOLW\�
GLVWULEXWLRQV��FRQWLQXRXV�VSDFH�
² /DEHOOHG�0DUNRY�3URFHVVHV��/03V���

QR�QRQGHWHUPLQLVP��UHDFWLYH

WLPH

V�
�� I�[�G[  ��



7KHRU\�WLPHOLQH��FRQWLQXRXV�PRGHOV
&RQWLQXRXV�GLVWULEXWLRQV

���� $OXU�&RXUFRXEHWLV�'LOO��*603V�
���� $]L]�6DQZDO�6LQJKDO�%UD\WRQ �ORJLF�&6/�
���� GH $OIDUR �ORQJ�UXQ�DYHUDJH�
���� %DLHU��.DWRHQ��+HUPDQQV �&70&�PRGHO�FKHFNLQJ�
���� %DLHU��+DYHUNRUW��+HUPDQQV��.DWRHQ �XQLIRUPLV��
���� .ZLDWNRZVND�1RUPDQ�6HJDOD�6SURVWRQ �FRQW��37$V��

&RQWLQXRXV�VSDFH��DSSUR[LPDWLRQ
���� %OXWH�'HVKDUQDLV�(GDODW��3DQDQJDGHQ�>/,&6@��ELVLP��/03V�
���� 'HVKDUQDLV��ORJLF�/03V�
���� 'HVKDUQDLV�*XSWD�-DJDGHHVDQ�3DQDQJDGHQ�>/,&6@��PHWULF�
���� 'HVKDUQDLV�'DQRV�>/,&6@��DSSUR[��/03V�



&RQWLQXRXV�37$V

• $OORZ FORFN�UHVHW DFFRUGLQJ�
WR FRQW��SUREDELOLW\�
GLVWULEXWLRQ

• 5HJLRQ�JUDSK�QR�ORQJHU ZRUNV�
>$OXU@
² 6HW�[�WR�UDQGRP>���@��\�WR��
² :KHQ�[������UHVHW�\�WR�

UDQGRP>���@
² &RQVLGHU�WUDQVLWLRQV�[ ���\ �
² ,I�\��������[� ���ILUVW�

HOVH�GRQ·W�NQRZ��HUURU�

�5PD[�5PD[�

�����

• &DQ�DSSUR[LPDWHO\�PRGHO�FKHFN�E\�VXEGLYLGLQJ UHJLRQ�JUDSK��

• 3UREOHP��SURKLELWLYH�FRPSOH[LW\���

[

\

�

�



3UREDELOLVWLF�PRGHO�FKHFNLQJ�LQ�SUDFWLFH
• 0RGHO�FRQVWUXFWLRQ��SUREDELOLW\�PDWULFHV

² (QXPHUDWLYH
� 0DQLSXODWLRQ�RI LQGLYLGXDO�VWDWHV
� 6L]H�RI�VWDWH�VSDFH�PDLQ�OLPLWDWLRQ

² 6\PEROLF
� 0DQLSXODWLRQ�RI VHWV RI�VWDWHV
� &RPSDFW�UHSUHVHQWDWLRQ�SRVVLEOH�LQ�FDVH�RI�UHJXODULW\

• 7HPSRUDO�ORJLF PRGHO�FKHFNLQJ��FXUUHQWO\�OLPLWHG�WR�
² GLVFUHWH�SUREDE�VSDFH�PRGHOV
² &70&V��RPLWWHG�IURP�SUHVHQWDWLRQ��VHH�SDSHU�

• 6LPXODWLRQ
² $GPLWV�PRUH�JHQHUDO�GLVWULEXWLRQV�



:KDW�LV�LQYROYHG«�PRUH�GHWDLO
• )RU�'70&V�0'3V�

² *UDSK�WKHRUHWLF�DOJRULWKPV��%''�IL[SRLQ7�
² /LQHDU�HTXDWLRQ�V\VWHP�VROYLQJ��IRU�'70&V�
² /LQHDU�RSWLPLVDWLRQ �IRU�0'3V�
² 3UREDELOLW\�� DQG�SUREDELOLW\�� SUHFRPSXWDWLRQ VWHS

� LPSURYHG�HIILFLHQF\�YLD�%''�IL[HG�SRLQW�FDOFXODWLRQ

• )RU�37$V��UHGXFH�WR�0'3�PRGHO�FKHFNLQJ�
² &ORVHG�GLDJRQDO�IUHH�37$V FDQ�EH�PRGHO�FKHFNHG GLUHFWO\�
² 2U��YLD�IRUZDUGV�EDFNZDUGV ]RQH�JUDSK�H[SORUDWLRQ�LWHUDWLQJ�

SRVW�SUH RSHUDWLRQV��WKHQ�EXLOG�DQ�0'3�RYHU�]RQHV�

• &RQWLQXRXV�PRGHOV
² 7UDQVODWLRQ�WR�'70&V �IRU�&70&V���H[SRQHQWLDO�GLVWULEXWLRQV



7LPHOLQH��SUREDELOLVWLF�YHULILFDWLRQ�WRROV
'LVFUHWH�WLPH�0DUNRY�FKDLQV

���� 73:%��+DQVVRQ�
���� 3URE9HUXV��+DUWRQDV�*DUPKDXVHQ��HW�DO�

0DUNRY�GHFLVLRQ�SURFHVVHV
���� 35,60��3UREDELOLVWLF�6\PEROLF�0RGHO�&KHFNHU�
���� 5DSWXUH

&RQWLQXRXV�WLPH�0DUNRY�FKDLQV
���� (70&&��(UODQJHQ�7ZHQWH�0DUNRY�&KDLQ�&KHFNHU�
���� 35,60

3UREDELOLVWLF�WLPHG�DXWRPDWD
���� .52126�35,60
���� 35,60��GLJLWDO�FORFNV��FRVWV�UHZDUGV�



7KH�35,60�WRRO��RYHUYLHZ
• )XQFWLRQDOLW\

² 'LUHFW�VXSSRUW�IRU�PRGHOV��'70&V��0'3V DQG�&70&V
² 3UREDELOLVWLF�WHPSRUDO�ORJLF�PRGHO�FKHFNLQJ
² ([WHQVLRQ�ZLWK FRVWV�UHZDUGV� H[SHFWDWLRQ RSHUDWRU
² &RQQHFWLRQ�IURP�.52126�WR�35,60�IRU�37$V

• ,QSXW�ODQJXDJHV
² 6\VWHP�GHVFULSWLRQ

� SUREDELOLVWLF�H[WHQVLRQ�RI�UHDFWLYH�PRGXOHV >$OXU DQG�+HQ]LQJHU@
² /RJLFV� 3&7/ DQG�&6/��&RQWLQXRXV�6WRFKDVWLF�/RJLF�

• ,PSOHPHQWDWLRQ
² 6\PEROLF PRGHO�FRQVWUXFWLRQ��07%''V���XVHV�&8''�>6RPHQ]L@
² 7KUHH�QXPHULFDO�FRPSXWDWLRQ�HQJLQHV
² :ULWWHQ�LQ�-DYD�DQG�&��



7KH�35,60�WRRO��LPSOHPHQWDWLRQ
• 1XPHULFDO�HQJLQHV

² 6\PEROLF��07%''�EDVHG
� )DVW�FRQVWUXFWLRQ��UHDFKDELOLW\ DQDO\VLV
� 9HU\�ODUJH�PRGHOV�LI�UHJXODULW\

² (QXPHUDWLYH��VSDUVH�PDWUL[�EDVHG
� *HQHUDOO\�IDVW�QXPHULFDO�FRPSXWDWLRQ
� 0RGHO�VL]H�XS�WR�PLOOLRQV

² +\EULG
� 6SHHG�FRPSDUDEOH�WR�VSDUVH�PDWULFHV�IRU�QXPHULFDO�FDOFXODWLRQV
� /LPLWHG�E\�VL]H�RI�YHFWRU

• ([SHULPHQWDO�UHVXOWV
² 6HYHUDO�ODUJH�VFDOH�H[DPSOHV������ � ���� VWDWHV
² 1R HQJLQH�ZLQV�RYHUDOO
² 6HH�ZZZ�FV�EKDP�DF�XN�aG[S�SULVP



35,60�UHDO�ZRUOG�FDVH�VWXGLHV
• 0'3V�'70&V

² &URZGV�DQRQ\PLW\�SURWRFRO >5HLWHU�	�5XELQ@��E\�6KPDWLNRY�
² 3UREDELOLVWLF�FRQWUDFW�VLJQLQJ��E\�1RUPDQ�	�6KPDWLNRY�
² 5DQGRPLVHG�FRQVHQVXV�SURWRFRO�>$VSQHV 	�+HUOLK\@
² 5DQGRPLVHG�%\]DQWLQH�$JUHHPHQW�>&DFKLQ��.XUVDZH�DQG�6KRXS@

• &70&V
² '\QDPLF�3RZHU�0DQDJHPHQW�>4LX��:X�	�3HGUDP@��MRLQW�ZRUN�

ZLWK�6KXNOD�DQG�*XSWD�

• 37$V
² ,3Y��G\QDPLF�FRQILJXUDWLRQ >&KHVKLUH��$GRED��*XWWPDQ@
² 5RRW�FRQWHQWLRQ�LQ�,(((����� )LUH:LUH
² ,(((���������:L)L��:LUHOHVV�/$1�0$&�SURWRFRO

www.cs.bham.ac.uk/~dxp/prism



&DVH�VWXG\��$QRQ\PLW\�>E\ 6KPDWLNRY@

• 0DLQ�LGHD��JRVVLS�EDVHG
² +LGH�VRXUFH�RI�PHVVDJHV�E\�URXWLQJ�WKHP�UDQGRPO\
² 5RXWHUV�FDQQRW�WHOO�LI�WKH�DSSDUHQW�VRXUFH�RI�WKH�PHVVDJH�LV�

WKH�DFWXDO VHQGHU��RU�VLPSO\�DQRWKHU�URXWHU
² 6HFXUH�DJDLQVW�ORFDO�DWWDFNHUV

• ([LVWLQJ�LPSOHPHQWDWLRQV
² &URZGV��)UHHQHW��RQLRQ�URXWLQJ��HWF�

Shmatikov, CSFW’02, to appear in Journal of Computer Security



&URZGV�>5HLWHU��5XELQ���@
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VHQGHU UHFLSLHQW
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• 6HQGHU�UDQGRPO\ FKRRVHV�D�SDWK�WKURXJK�WKH�FURZG
• 6RPH�URXWHUV�DUH�KRQHVW��VRPH�FRUUXSW
• 7R�IRUPXODWH�SDWK��KRQHVW�URXWHUV�

² ZLWK�SUREDELOLW\ SI URXWH�WR�WKH�QH[W PHPEHU�RQ�WKH�SDWK�RU�LWVHOI
² ZLWK�SUREDELOLW\ ��SI VHQG�GLUHFWO\ WR�WKH�UHFLSLHQW

• 2QFH�IRUPXODWHG��SDWK�LV�XVHG�IRU�VHQGLQJ�PHVVDJHV
• 1HZ SDWKV PXVW�EH�HVWDEOLVKHG�ZKHQ�PHPEHUV�MRLQ�RU�OHDYH



• %H\RQG�VXVSLFLRQ
² 7KH�REVHUYHG VRXUFH�RI�WKH�PHVVDJH�LV�QR�PRUH�OLNHO\ WR�EH�WKH�

DFWXDO�VHQGHU�WKDQ�DQ\ERG\�HOVH��FRQVLGHUHG�IRU�VLQJOH�SDWK�

• 3UREDEOH�LQQRFHQFH��KROGV�IRU�&URZGV�LI�IHZ�FRUUXSW�URXWHUV�
² 3UREDELOLW\������ WKDW�WKH�REVHUYHG VRXUFH�RI�WKH�PHVVDJH�LV�WKH�

DFWXDO�VHQGHU
² %XW�LV�LW�HQRXJK"�&DQ�DWWDFNHUV�UHODWH�PXOWLSOH SDWKV"

:KDW�GRHV�$QRQ\PLW\�PHDQ"�

«
�� �� �� ��� �� �� ��

0D\EH�2.�IRU�SODXVLEOH�GHQLDELOLW\��UHSXGLDWLRQ�



7KH�$QRQ\PLW\�VWXG\
• 6HHNLQJ�FODULW\ RI�WKH�PHDQLQJ�RI�$QRQ\PLW\«

• 8VHG�WKH�35,60�SUREDELOLVWLF�PRGHO�FKHFNHU�WR
² PRGHO�UHDOLVWLF FRQILJXUDWLRQV�RI�WKH�SURWRFRO�DV�'70&V
² DXWRPDWLFDOO\ FRPSXWH�DQG�SUREDELOLWLHV�IRU�ILQLWH�FRQILJXUDWLRQV
² SORW�JUDSKV

• .H\�SURSHUWLHV�
² 6HQGHU�GHWHFWLRQ� :KDW�LV�WKH�SUREDELOLW\�RI�REVHUYLQJ�WKH�

DFWXDO VHQGHU�PRUH�WKDQ�RQFH�RYHU�PXOWLSOH�SDWKV"�
>DOVR�VWXGLHG�LQGHSHQGHQWO\�² DQDO\WLFDOO\@

² $WWDFNHU·V�FRQILGHQFH� :KDW�LV�WKH�SUREDELOLW\�RI�REVHUYLQJ�RQO\
WKH�DFWXDO�VHQGHU�PRUH�WKDQ�RQFH"



6HQGHU�GHWHFWLRQ��PXOWLSOH�SDWKV�

�
�

�
�

�
��

��
��

��

���

���

���

6HQGHU�
GHWHFWLRQ

3DWKV5RXWHUV

• $OO�FRQILJXUDWLRQV�VDWLVI\�
SUREDEOH�LQQRFHQFH

• 3UREDELOLW\�RI�REVHUYLQJ�WKH�
DFWXDO�VHQGHU LQFUHDVHV�ZLWK�WKH�
QXPEHU�RI�SDWKV�REVHUYHG

• «�EXW�GURSV�ZLWK�WKH�LQFUHDVH�LQ�
FURZG�VL]H

,V�WKLV�DQ�DWWDFN"
• %XLOGLQJ�QHZ�SDWKV�XQDYRLGDEOH
• &URZGV�KDV�QR�PHFKDQLVP IRU�

SUHYHQWLQJ�DWWDFNHU�IURP�
FRUUHODWLQJ�VDPH�VHQGHU�SDWKV
² H�J��GHFR\�WUDIILF �RQLRQ�URXWLQJ�����RI�URXWHUV�DUH�FRUUXSW



$WWDFNHU·V�FRQILGHQFH

� �� �� ���
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����

$WWDFNHU�
FRQILG�

5RXWHUV3DWKV

• &RQILGHQFH� �REVHUYLQJ�RQO\�WKH�
DFWXDO�VHQGHU

• &RQILGHQFH�JURZV ZLWK�FURZG�
VL]H

• 0D\EH�WKLV�LV�QRW�VR�VWUDQJH
² $FWXDO�VHQGHU�DSSHDUV�LQ�HYHU\�

SDWK
² «�RWKHUV�RQO\�ZLWK�VPDOO�

SUREDELOLW\

,V�WKLV�DQ�DWWDFN"
• /DUJH FURZGV��ORZHU SUREDELOLW\�

WR�FDWFK�VHQGHUV�EXW�KLJKHU
FRQILGHQFH�WKDW�WKH�FDXJKW�DJHQW�
LV�WKH�VHQGHU

����RI�URXWHUV�DUH�FRUUXSW



&DVH�6WXG\��,3Y��=HURFRQI 3URWRFRO

• ,3Y��=HURFRQI >&KHVKLUH�$GRED�*XWWPDQ ����@
² QHZ�,(7)�VWDQGDUG�IRU�G\QDPLF VHOI�FRQILJXUDWLRQ RI�QHWZRUN�

LQWHUIDFHV
² OLQN�ORFDO��QR�URXWHUV�ZLWKLQ�WKH�LQWHUIDFH�
² QR�UHTXLUHPHQW�RI�DQ�DFWLYH�'+&3�VHUYHU
² DLPHG�DW�KRPH�QHWZRUNV��ZLUHOHVV�DG�KRF�QHWZRUNV��KDQG�KHOG�

GHYLFHV
² ´SOXJ�DQG�SOD\µ

• 6HOI�FRQILJXUDWLRQ��]HUR�HIIRUW���
² SHUIRUPV�DVVLJQPHQW�RI�,3�DGGUHVVHV�
² V\PPHWULF��GLVWULEXWHG SURWRFRO
² XVHV�UDQGRP�FKRLFH DQG WLPLQJ�GHOD\V

www.ietf.org/internet-drafts/draft-ietf-zeroconf-ipv4-linklocal-07.txt



,3Y��=HURFRQI�6WDQGDUG�

7KH�,QWHUQHW

• 0DLQ�LGHD
² 6HOHFW�DQ�,3�DGGUHVV�RXW�RI�������DW�UDQGRP
² 6HQG�D�SUREH�TXHU\LQJ�LI�DGGUHVV�LQ�XVH��DQG�OLVWHQ�IRU�U VHFRQGV
² ,I�SRVLWLYH�UHSO\�UHFHLYHG��UHVWDUW
² 2WKHUZLVH��FRQWLQXH�VHQGLQJ�SUREHV��Q� ����DQG�OLVWHQLQJ��U VHFV�
² ,I�QR�UHSO\��VWDUW�XVLQJ�WKH�QHZ�,3�QXPEHU

• 6HW�U� �� VHFRQGV�IRU�XQUHOLDEOH QHWZRUNV����� RWKHUZLVH

�����"�����"



:LOO�LW�ZRUN"
• :KDW�FDQ�JR�ZURQJ«

² ,3�QXPEHU�PD\�EH�LQ�XVH EXW
� 3UREHV�RU�UHSOLHV�PD\�JHW�ORVW�GHOD\HG��KRVW�PD\�EH�WRR�EXV\
� 1HFHVVDU\�WR�NLOO DFWLYH�7&3�,3�FRQQHFWLRQV�LI�DGGUHVV�FROOLVLRQ�²

KLJK�FRVW�
² 6HOI�FRQILJXUDWLRQ�GHOD\V PD\�EHFRPH�XQDFFHSWDEOH

� :RXOG�\RX�ZDLW���VHFRQGV�WR�VHOI�FRQILJXUH�\RXU�3'$"
² 1R�MXVWLILFDWLRQ�IRU�SDUDPHWHUV�Q� U

• &DVH�VWXGLHV�
² '70& DQG�0DUNRY�UHZDUG�PRGHOV��DQDO\WLFDO >%RKQHQNDPS�YDQ�

GHU�6WRN�+HUPDQQV�9DDQGUDJHU·��@�DQG�>$QGRYD�.DWRHQ���@
² '70&�PRGHO�XVLQJ�35,60��WKLV�WDON�
² 7$�PRGHO�XVLQJ�833$$/ >=KDQJ�9DDQGUDJHU·��@
² 37$�PRGHO�ZLWK�GLJLWDO�FORFNV�XVLQJ�35,60 >.ZLDWNRZVND�

1RUPDQ�6SURVWRQ·��@



&RVW�YHUVXV�SHUIRUPDQFH�WUDGH�RII

• ([SHFWHG�FRVW�RI�
2.�RU�HUURU

• 9DU\�WKH�QXPEHU�RI�
SUREHV VHQW�DQG�
SUREDELOLW\�RI�
PHVVDJH�ORVV

• 1HFHVVDU\�WR�
LQFUHDVH WKH�QXPEHU�
RI�SUREHV WR�UHGXFH
WKH�H[SHFWHG�FRVW

• ([SHFWHG�WLPH�WKHQ�
LQFUHDVHV



&DVH�6WXG\��)LUH:LUH�3URWRFRO

• )LUH:LUH��,(((������
² RQH�RI�IDVWHVW VWDQGDUGV��KLJK�GDWD�UDWH
² PXOWLPHGLD GDWD
² RULJLQDOO\�E\�$SSOH��PLG���V
² ZLQQHU�RI������3ULPH7LPH�(PP\�(QJLQHHULQJ�$ZDUG
² QR�UHTXLUHPHQW�IRU�D�VLQJOH�3&��DF\FOLF WRSRORJ\��QRW�WUHH�
² ´SOXJ�DQG�SOD\µ

• ,QLWLDO�FRQILJXUDWLRQ
² LQYROYHV�OHDGHU�HOHFWLRQ
² V\PPHWULF��GLVWULEXWHG SURWRFRO
² XVHV�HOHFWURQLF�FRLQ�WRVVLQJ DQG WLPLQJ�GHOD\V��37$�PRGHO



7\SLFDO )LUH:LUH &RQILJXUDWLRQ



)LUH:LUH ,QLWLDO�&RQILJXUDWLRQ

5



)LUH:LUH 5RRW�&RQWHQWLRQ

5RRW
FRQWHQWLRQ



)LUH:LUH 5RRW�&RQWHQWLRQ

5RRW
FRQWHQWLRQ

5RRW
FRQWHQWLRQ5



)LUH:LUH�$QDO\VLV
• 5HDO�WLPH SURSHUWLHV

² DQDO\VHG�E\�9DQGUDDJHU�DQG�6WRHOLQJD
² XVHG�WKH�833$$/�PRGHO�FKHFNHU
² VKRZQ�FRUUHFW�ZLUHV�ORQJHU�WKDQ�VWDQGDUG

• 3UREDELOLVWLF�DQDO\VLV�
² XVHG�833$$/�	�35,60�PRGHO�FKHFNHUV�>.16����'1.��@
² WLPLQJ�GHOD\V�WDNHQ�IURP�VWDQGDUG
² HVWDEOLVKHG�WKDW�URRW�FRQWHQWLRQ�UHVROYHG�ZLWK�SUREDELOLW\��
² DOVR�FRQVLGHUHG�H[SHFWHG�WLPH WR�URRW�FRQWHQWLRQ
² D SHFXOLDULW\�IRXQG«��FRQMHFWXUHG�E\�6WRHOLQJD�

• )XUWKHU�DQDO\VHV DW�YDULRXV�OHYHOV�RI�DEVWUDFWLRQ��VHH�VSHFLDO�
LVVXH�RQ�)LUH:LUH

Formal Aspects of Computing (2003) 14: 295-318



)LUH:LUH��$QDO\VLV�5HVXOWV
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3UREDELOLW\�RI�IOLSSLQJ��WDLOV�
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8QIDLU�FRLQ�JLYHV�DGYDQWDJH�



6XFFHVVHV�VR�IDU
• )XOO\�DXWRPDWLF��QR H[SHUW NQRZOHGJH�QHHGHG�IRU�

² 3UREDELOLVWLF�UHDFKDELOLW\ DQG�WHPSRUDO�ORJLF SURSHUWLHV
² ([SHFWHG WLPH�FRVW

• 7DQJLEOH�UHVXOWV�
² ��FDVHV�RI�´XQXVXDO�EHKDYLRXUµ IRXQG��FD����FDVH�VWXGLHV
² *UHDWHU�OHYHO�RI�GHWDLO��PD\�H[SRVH�REVFXUH�GHSHQGHQFLHV

• 35,60�WRRO�UREXVW
² 6LPSOH�PRGHO�GHVFULSWLRQ�ODQJXDJH
² %URDG FODVV�RI�PRGHOV
² /DUJH��UHDOLVWLF PRGHOV�RIWHQ�SRVVLEOH
² )OH[LEOH�SURSHUW\�ODQJXDJH
² &KRLFH RI�HQJLQHV



%XW«
• 0RGHOV PRQROLWKLF�DQG ILQLWH�VWDWH�RQO\

² (PSKDVLV�RQ�HIILFLHQF\
² 1R�GHFRPSRVLWLRQ��DEVWUDFWLRQ
² 1R�GDWD�UHGXFWLRQ�

• 6WDWH�VSDFH�H[SORVLRQ KDV�QRW�JRQH�DZD\«
² +HXULVWLFV�IRU 07%''V�%''V�VRPHWLPHV�IDLO
² 3DUDOOHOLVH"�'LVN�EDVHG"

• /LPLWHG H[SUHVVLYHQHVV
² 2QO\�3&7/�SOXV�H[WHQVLRQV
² 2QO\�H[SRQHQWLDO�GLVWULEXWLRQV
² 1R�GLUHFW�VXSSRUW�IRU�37$V
² 1R�FRQWLQXRXV�VSDFH�PRGHOV�
² 1R�PRELOLW\



&KDOOHQJHV�IRU�IXWXUH
• ([SORLWLQJ�VWUXFWXUH

² $EVWUDFWLRQ��GDWD�HTXLYDOHQFH�TXRWLHQW���GH�FRPSRVLWLRQDOLW\«
² 3DUDPHWULF SUREDELOLVWLF�YHULILFDWLRQ"

• 3URRI�DVVLVWDQW IRU�SUREDELOLVWLF�YHULILFDWLRQ"
• $SSUR[LPDWLRQ�PHWKRGV"
• (IILFLHQW�PHWKRGV�IRU�FRQWLQXRXV�PRGHOV

² &RQWLQXRXV�37$V"�&RQWLQXRXV�WLPH�0'3V"�/03V"�
• 0RUH�H[SUHVVLYH VSHFLILFDWLRQV

² 3UREDELOLVWLF�/7/�3&7/
�PX�FDOFXOXV"
• 5HDO VRIWZDUH��QRW�PRGHOV�

• 0RUH�DSSOLFDWLRQV
² 1DQR�GHVLJQV
² 4XDQWXP�FU\SWRJUDSKLF�SURWRFROV
² 0RELOH�DG�KRF�QHWZRUN�SURWRFROV



&ROODERUDWRUV��FRQWULEXWRUV�² WKDQNV�
5DMHHY�$OXU��&KULVWHO�%DLHU��6WHIDQR &DWWDQL��(G�&ODUNH��
6DGLH�&UHHVH��3HGUR�'·$UJHQLR��&RQUDGR�'DZV��/XFD�GH�
$OIDUR��$PDQL (O�5D\HV��6WHSKHQ�*LOPRUH��0LFKDHO�
*ROGVPLWK� 5DMHHVK *XSWD��9LFN\�+DUWRQDV�*DUPKDXVHQ��
%RXGHZLMQ�+DYHUNRUW��+ROJHU�+HUPDQQV��8OULFK�+HU]RJ��
$QGUHZ�+LQWRQ��-RH�+XUG��0LFKDHO�+XWK��-DQH�+LOOVWRQ��
%HUWUDQG�-HDQQHW��-RRVW�3LHWHU�.DWRHQ��.LP�/DUVHQ��
$QQDEHOOH�0F,YHU��5DVKLG�0HKPRRG��&DUUROO�0RUJDQ�
*HWKLQ 1RUPDQ��&ROLQ�2·+DOORUDQ��$QWRQLR�3DFKHFR��3UDNDVK
3DQDQJDGHQ��'DYH�3DUNHU��6\OYDLQ�3H\URQQHW��0DUN�5\DQ��
5REHUWR�6HJDOD��9LWDO\�6KPDWLNRY��6DQGHHS 6KXNOD��
0DUNXV�6LHJOH��-HUHP\�6SURVWRQ��0RVKH�9DUGL� )X]KL
:DQJ��,UIDQ�=DNLXGGLQ
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